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OENAPTAMEHT TOCYOAPCTBEHHOW TMONMUTUKM B COEPE OBLWEMO
OBPA30OBAHUA

MMCbMO
ot 14 mast 2018 rona N 08-1184

O HanpaBneHun nHpopmaLmm

[enapTameHT rocygapCTBEHHOW MONMUTUKM B cdpepe obuero obpasoBaHus
MuHo6pHaykm Poccumn HanpaBndet and ceefeHus paspaboTaHHble BpemeHHown
komuccuen Coseta degepaumm Mo pasBUTUIO MHAGOPMAaLMOHHOIO obLlecTBa
METOAMYECKME pEeKOMeHOauMM O pasMeLlleHMM Ha WMHGOPMAaLMOHHbLIX CTeHAaax,
omumanbHbIX  MHTEPHeT-canTax W  ApyrMxX  MHAQOPMALMOHHBIX  pecypcax
obLeobpasoBaTesibHbIX OpraHM3aUnin 1 OpraHoB, OCYLLECTBSIOWMX yNpaBreHue B
cdepe obpasoBaHusa, MHGopmMaumm o 6e3onacHOM NOBEAEHMM U UCMOSNb30BaHUK
cetn "IHTepHeT".

HAunpekTop denaptameHTta

A.E.leTpoB

NpunoxeHune. MeToanyeckme pekomeHaauumm o
pa3meweHn Ha NHPOPMaLIMOHHbLIX CTeHAaX,
othmumnanbHbIX MHTEPHET-CauTax u gpyrmux
MHPOPMaLMOHHbIX pecypcax
obweobpa3oBaTernibHbIX OpraHu3auum u
OpraHoB, OCYLLEeCTBNAOLWUX yripaBrieHne B
chepe obpazoBaHusAa, MHpopmauum o ...

[NpunoxeHune



MeTtogunyeckme pekoMeHdauunm O pasMeLLeHMM Ha WHGOPMALMOHHBLIX CTeHOax,
oumumanbHbIX  MHTEpHeT-canTax W ApyrMx  MHAQOPMAaLUMOHHBIX  pecypcax
obLeobpasoBaTesibHbIX OpraHM3aLnin 1 OpraHoB, OCYLLECTBSKOWMX yNpaBreHue B
cdepe obpasoBaHusa, MHGopmMaumm o 6e3onacHOM NOBEAEHUM U UCMOSNb30BaHUK
cetn "HTepHeT"

akcneptamm U JneHamu BpemeHHon komuccum Coseta depepaunm no
pasBUTUIO WHEOPMALMOHHOIO ObLLECTBA B pamMKax BbIMOSIHEHUSI pekoMeHaauumn
napnameHTCKuX cnywaHni "AkTyanbHble Bonpocbl obecnevyeHnss 6e3onacHocTU m
pasBuUTUSA aeten B MHGOPMaLMOHHOM NpoCcTpaHCTBE", KoTopble Npowsm B CoBeTe
®enepauunn 17 anpena 2017 r., 6binm paspaboTaHbl MeTOONYECKME PEKOMEHOALINN
O pasMeLLeHNn Ha NHOPMAaLIMOHHbIX CTeHAaX, oumumaribHbIX UHTEPHET-canTax u
APYrMx WHEOPMaLMOHHBLIX pecypcax obLleobpasoBaTerbHbIX OpraHMsauum u
OpraHoB, OCYLLECTBAOWMX ynpaBreHne B cdepe obpasoBaHusi, MHGopmaumm o
6esonacHoM noBegeHMM W uUcnonb3oBaHuM cetn  "MHTepHeT" (pnanee -
MeToan4eckmne pekoMmeHgaumm).

MeTogudeckmne pekoMeHdauun HarpasfeHbl Ha KavyeCTBEHHOEe [OBbILLEHNE
YPOBHSI MH(POPMALMOHHOW OEATENbHOCTM 00LeobpasoBaTenbHbIX OpraHnsauum v
OpraHoB, OCYLLUECTBNAOWMX YyrpaBreHne B cdepe obpasoBaHus, B 4acTu
NHPOPMUPOBAHUSA  yHaLLMXCH, WX poauTenen (3akOHHbIX npencTaBuTenen) u
negarormyeckmx paboTHMKOB 00  OCHOBHbIX —acnektax MHAdopMaLNUOHHOM
BGesonacHocTw.

MeTtogunyeckue pekomeHaauum no3BonAT o0LeobpasoBaTenbHbIM
opraHvM3auusM 1M opraHam, OCyLIEeCTBAIOWMM yrnpasreHue B cdepe obpasoBaHus,
aKTyanmsaupoBaTb yXe UCMNOoSb3yeMble W pasMeELLeHHble  MHGOPMAaLNOHHbIE
MaTtepvarnbel, Tak U MOArOTOBUTb UX B Cllydae UX OTCYTCTBUA C YYETOM JyyLUMX
NPaKTUK U peKoOMeHaaLni.

B pamkax metoguyeckux pekoMeHdauun paccmaTpuBaloTCA cregylowme
MHCTPYMEHTBI:

1. IHOPMaLMOHHbIE CTEHAbI;

2. omumarnbHble MHTEPHET-PECYPCHI;

3. cpeactea MaccoBoM MHAopMauun (LWKOMbHbIE ra3eTbl, negarormdeckue
nsgaHus u gpyrue).



UHdpopmMaLUOHHBbIE CTeHAbI

Ha wHdopMaunoHHbIX cTeHgax B 0OLweobpasoBaTerbHbIX  OpraHu3aumsix,
pacronioXeHHbIX B (one ydypexgeHunm W B KabuHeTaX, OCHAaLLEHHbIX
nepcoHasribHbIMM yCTponcTBamMu s Bbixoda B ceTb "MIHTepHeT", pekomeHayeTc4
pa3sMecTUTb MHGOPMALMOHHbIE MaMATKW, coaepxawpe OCHOBHble COBETbl MO
obecrneyeHno NHopMaLMOHHOM BE30MaCHOCTM YYaLLMXCS.

B npunoxeHun N 1 K MeToanM4eckMM pekoMeHdauusiMm npenctaBfieH obpasel
NamMATKM ANs pasMeLleHnst Ha UHQOPMAaLMOHHBIX CTeHOax.

CpencrtBa maccoBou nHdopmauumn

B cpeacTtBax maccoBon WMHpopmaumm, OPUEHTUPOBAHHBIX Ha Oby4arolmxcs,
pekomMeHOyeTca B TedeHne  ydebHOro roga  perynspHo  nybnukoBaTb
MHPOPMAaLMOHHbIE MaTtepvarnl, NOCBSILLEHHbIE OTAENbHLIM acnekTam
NMHPOPMaLIMOHHOM BEe30MacHOCTU, a TaKXe pasfiNdHbIe NaMATKM 0DLLEro xapakTtepa.

B cpencrteax maccoBon MHGpopMaLmn, OPUEHTUPOBAHHBIX Ha MNefarorm4eckyro
OOLLECTBEHHOCTb, PEKOMEHOYETCS B TEYEeHWe KaneHOapHoro roga perynsipHo
nyénukoBaTb MH(OPMaLMOHHbLIE MaTepuarbl, NOCBSALEHHbIE OTAENbHBIM acrnekTam
MHpopMaLMOHHOM  Ge30MacHOCTU  KaKk  HECOBEPLUEHHONMETHUX, Tak W
oOLeobpa3oBaTenbHbIX OpraHM3auun, a Takxe pasfuMyHble NaMsaTKU, 0030pbl
HOPMAaTMBHO-MPaBOBOIO  PeryrMpoBaHuUs AaHHOM cdepbl M MHJopMaumo o
aKTyarnbHbIX MEPONPUATUAX U CODBBITUAX B JaHHOW cdepe.

B xopne npoBegeHus EaoumHoro ypoka no ©esonacHoctn B cetn "MHTepHeT"
pekomeHayeTcs obecneynTb BbiMyCK TEMaATUYECKOro BbiMycka CpeacTBa MacCcoBOM
nHpopmaumm  mMbo  cepum  nybnukaumn, Cpean  KOTOPbIX  PacCMOTPETb
OpraHM3oBaHHbIE MeponpuaATUA NS obyyarowmxcs, UX poauTernen (3akKOHHbIX
npeacTaBuTenen) 1 negarorndieckon obLIECTBEHHOCTM.

OdmumnancHbie UHTEpPHET-pecypcChl



O6LweobpasoBaTenbHbIM opraHusaumnsam pEKOMEHOYETCS Ha CBOUX
odomLManbHbIX NHTepHeT-pecypcax obecneyunTb JoyHKLMOHMPOBaHWE
CaMOCTOATENbHOMO W cneymanmsanpoBaHHoro  pasgena  "MHdgopmaunoHHas
6e3onacHOCTbL", B pamMKax KOTOPOro MNpeaycMOTPETb pasMeLLEHUE criegyoLlen

NHJpopMaLnK:



Pasgen/nogpasgen dopmart CopepxaHue maTtepuanos
npeacTaBrieHns
MaTepuarnos
JlokanbHble Konun Pa3meLlatorcs Konun
HOPMaTUBHbIE aKTbl || AOKYMEHTOB B || AOKYMEHTOB, T.€.
B cdepe || dopmate *PDF CKaHWPOBaHHbIN  BapuaHT
obecneyeHus OOKYMEHTa,
MHJOOPMAaLIMOHHOMN COOTBETCTBYHOLLMI
6esonacHocTU TpeboBaHNsM K
oby4aromxcs napameTpam
CKaHUpOBaHWs.
PasmelaioTcs [OOKYMEHTHI,
pernameHTupyoLme
opraHusauuio n paboty c
nepcoHarnbHbIMN  OaHHbIMW,
NfiaHbl  MepornpusaTuin - o
obecneyeHuo
WMHJpopMaLMOHHOM
6esonacHocTU
oby4aromxca n gpyrue.
HopmaTumBHOe Konun [ybnmkyoTCcsl  aKTyanbHble
perynmpoBaHmne AOKYMEHTOB B || cBeaeHnss o pegepanbHbIX
dopmate *PDF N pervoHasrbHbIX 3aKoHax,

NMCbMax OpraHoB BnacTu u
apyrue HOPMaTUBHO-
NpaBoBbIE AOKYMEHTbI,
pernameHTupyoLme
obecrneyeHune
NMHJpopMaLMOHHOM
6esonacHocTU
HeCOBEPLUEHHOSETHUX.
[lonyckaetTca BMecTO Konum
pasmMewaTb  MMNEPCChISKn
Ha COOTBETCTBYHOLME
AOKYMEHTbl  Ha  caunTtax
OpraHoB rocygapCTBeHHOW
BNacTw.




[Neparormyeckmum TekcT Ha || PasmeluatoTcs
paboTHMKam CTpaHuue canTa MeToanveckmne
peKoMeHgaunm n
Konuu yKa3blBaeTCsl MHGopMaLvs
AOKYMEHTOB B || O MeponpuaTuaX, NpoekTax
copmate *PDF n nporpammax,
HanpaBfeHHbIX Ha
NOBbILLEHWE
WMHJpopMaLMOHHOM
rPaMOTHOCTU
negarormyeckux
paboTHWKOB.
Obyyatoummcs TekcT Ha || PasmeluaeTcs
CTpaHuue canTa MHJpOpMaLIMOHHas namsATKa
(npunoxenHne N 2) wu
yKasblBaeTCca WMHopmMauus
0 MEpPOoNpUATUAX, MpPOoeKTax
n nporpammax,
HanpaBfeHHbIX Ha
NOBbILLEHWE
WMHJpopMaLMOHHOM
rPaMOTHOCTU
obyyaromxcs.
Poautensm TekcT Ha || PasmellaeTcs
(3aKOHHbIM CTpaHuue canTa MHJpOpMaLIMOHHas namsATKa
npeacTaBuUTENAM) (npunoxerwne N 3).
oby4aromxcs
[leTckune TekcT Ha | Pa3mellaetca nHdopmauyma

©e3onacHble canThbl

CTpaHuLe canTa

0 pekoMeHayeMbIX K
NCNOSb30BaHUIO B y4ebHOM

npouecce 6e3onacHbIX
cauTax, B6aHHepbI
©e3onacHbIX OETCKNX

CaunToB.




OpraHam, ocywecTBnalWMM  ynpaerieHe B cdepe  obpasoBaHus,
pPEKOMEHOYETCA Ha CBOMX odwmumanbHbiXx WHTepHeT-pecypcax obecneynTtb
OYHKLMOHUPOBAHME CaMOCTOATENMbHOMO U CheunanMsnpoBaHHOrO  pasgerna
"MHpopmaumoHHas  6e3onacHOCTb", B paMKax KOTOpPOro npeaycMoTpeTb
pasMeLLeHne crnegyoLwen nHdopmaL,un:

NMpunoxexnune N 1. NamaTtka gna odbyyarwmxcs oo
MHOpMaLUOHHON 6e30MacHOCTU AeTeun

[Mpunoxerne N 1

HEJb3A

1. Bcem noapsg coobuwaTb CBOK YacTHYHO MHGOpMaUulo (HacTosdwme UMs,
doamunnio, TenedoH, agpec, HOMep LWKOSMbl, a Takxke doTorpadmm cCBoW, CBOEN
ceMbu 1 Opy3en);

2. OTKpbIBaTb BrIOXEHHble dalribl 3MEKTPOHHOW MNOYTbI, KOrda He 3Haellb
oTnpaBuUTeNs;

3. Mpybutb, NpuaupaTtbCcs, oka3bliBaTb AaBrieHNe - BECTU cebsi HEBEXMBO U
arpecCuBHO;

4. He pacnopskanca geHbramm TBOeW ceMbu 6e3 paspelleHua cTaplumx -
BCerga crpawmsan poguTtenem;

5. He BcTpevanca ¢ IHTepHeT-3HaKoMbIMU B pearibHOM XU3HU - MOCOBETYNCH CO
B3POCSIbIM, KOTOPOMY LOBEPHAELLD.

OCTOPOXHO

1. He Bce nuwwyT npaBay. Yntaelwb o cebe Henpaeay B VHTepHeTe - cooby 06
9TOM CBOMM POLUTENSAM UMM ONEKyHawM;



2. MNpurnawatroT nepenncbiBaTbCH, UrpaTb, OOMEHMBATLCA - NMPOBEPb, HET I
NOABOXa;

3. HesakoHHOe konupoBaHue ¢hannos B IHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbiBan B3pocsibiM O Npobremax B CETU - OHX BCeraa nomoryT;

5. cnonb3yn HacTponkn 6e30nacHOCTU U NPUBATHOCTU, YTODObI HE NOTEPATb
CBOW aKKayHTbl B COL,CETSX 1 APYrnx nopranax.

MOXHO

1. YBaxan gpyrmx nonb3oBareneu;

2. MNonb3yewbcs HTEPHET-UCTOYHUKOM - fernan CCbISIKY Ha Hero;
3. OTKpbIBai TOMbKO T€ CCbISIKN, B KOTOPbIX YBEPEH;

4. O6LwaTbCcA 3a NOMOLLBIO B3POCSIbIM - POAUTENM, ONEKYHbI U agMUHUCTpaL S
cauToB Bcerga nomoryT;

5. MNponan obyyeHne Ha caunTte "CeTeBMYOK" M NOSydn nacnopTt LMdpOoBOro
rpakgaHuHal

NMpunoxeHune N 2. UHbopmaumoHHaAA NnaMATKa onA
oOyyvarwmxca ana pasmMmeweHus Ha ocpmuymanbHbIX
UHTEepHeT-pecypcax

[MpunoxeHune N 2

C KaxaobIiM rogomM Mosiogexu B UHTEPHETE CTaHOBUTCA 6orblue, a LKONbHUKK
OLHW U3 cCaMbIX aKTUBHbIX Nosib3oBaTenen PyHeta. Mexay TemM, NOMMMO OrpOMHOIo
KonmydecTBa BO3MOXHOCTEN, MHTEPHET HECET M NpobnemMbl. 3Ta NamMsTka OO0IPKHA
nomo4b Tedbe 6e3onacHO HaxoOUTbLCS B CETMW.



KomMnbroTepHble BUPYCHI

KoMnbloTepHbIN BUPYC - 3TO pPasHOBUOAHOCTb KOMMbIOTEPHbLIX MNporpamm,
OTNNYUTESNTBHON OCOBEHHOCTBLIO KOTOPOW ABMAETCHA CMNOCOOHOCTb K PasMHOXEHUIO.
B gonornHeHue K aToMy, BUPYCbl MOTYT NMOBPELUTb UM MOSNHOCTBI0 YHUMTOXUTL BCE
Gannbl U OaHHble, NOOKOHTPOSIbHbIE MONb30oBaTeNito, OT MMEHM KOTOpPOro Obina
3anylleHa 3apaxeHHas nporpaMmma, a TaKxe MOBpeauTb WM LaXe YHUYTOXUTb
onepaLMoHHY0 CUCTEMY CO BCeMU hannamm B Lesniom. B GonblumHCTBE criydaeB
pacnpoCTPaHAKTCSH BUPYCbl Yepes UHTEpPHET.

MeToab! 3aLWLMTbI OT BPEAOHOCHLIX NPOrpamMmm:

1. icnonb3yn coBpemMeHHble onepaunoHHble CUCTEMbI, UMEKLME CEPbE3HbLIN
YPOBEHb 3alLMTbl OT BPELOHOCHbLIX NporpamMm;

2. TlocTtosiHHO ycTaHaeBnMBanm nadtn (undppoBble  3annaTtkn, KOTopble
aBTOMaTMYECKM YCTaHaBNMBAKOTCA C Lenbl JopaboTKu nporpammbl) U apyrue
OOHOBMEHNS CBOEN oOnepaunmoHHoOM cuctembl. CkauymBam UX TOMbKO C
odmumansHoro camta paspaborymka OC. Ecim  CcywecTByeT  pexum
aBTOMaTM4eCcKoro 06HOBIEHNS, BKIOYN €r0;

3. Paboran Ha cBoeM KoMMblTEpe Mno4 npaBamMu MOMb30BaTENs, a He
agMUHUCTpaTopa. OTO He NOo3BOMUT OOSMbLUMHCTBY BPELOHOCHLIX MNporpaMm
MHCTanMMpoBaTbLCS Ha TBOEM NepPCOoHaNbHOM KOMMbIOTEPE;

4.  Wcnonb3yw aHTMBMPYCHble  MporpamMmMHble  MPOOYKTbl  M3BECTHbIX
npousBoanTenen, ¢ asTomaTtniyecknm obHoBreHnem 6as;

5. OrpaHnyb dmsnyeckmin 4OCTYN K KOMMNbIOTEPY AN MOCTOPOHHMX JLL;

6. icnonb3yin BHeWHWe HocuTenu nHopmauum, Takne Kak doneLuka, gMCcK unm
doann U3 NHTepHeTa, TONbKO N3 NPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpbiBan KOMMbIOTEPHbIE annbl, MOMyYEHHble U3 HEeHaOeXHbIX
NCTOYHMKOB. [axe Te dhanrbl, KOTopble npucran TBOW 3HaKOMbIN. Jlydlle yTOYHN Y
Hero, OTrpaBnsn N oH Tebe ux.



Cemm WI-FI

Wi-Fi - 9TO He BMAO nepegayn OaHHbIX, HE TEXHOMOrMs, a BCero nuwb 6peHa,
mapka. Ewe B 1991 rogy HuaepnaHackad KoMmnaHusa 3apernctpupoBarna 6peHa
"WECA", 4t0 o006o3Ha4ano crnosoco4vyetaHne "Wireless Fidelity", koTopbin
nepeBoauTCA Kak "6ecnpoBogHasi TOMHOCTbL".

[1o Haluero BpemeHn goura gpyraa abbpesmnatypa, KoTopasa ABNSAETCS TaKOW e
TexHornornen. 3to abbpesunatypa "Wi-Fi". Takoe Ha3BaHMe ObISIO 4aHO C HAMEKOM
Ha CTaHOapT BbiCLUEN 3BYKOBOW TexHUKM Hi-Fi, 4TO B nepeBoe 03HavaeT "BbiCOKad
TOYHOCTBL".

[a, 6ecnnaTHbIn MHTEPHET-AOCTYN B Kade, OTensx M asponoprax ABNSETCS
OT/IMYHOM BO3MOXHOCTbBIO BbiXO4a B MHTEPHET. HO MHOrMe akcnepTbl CHYUTAIT, YTO
obwenoctynHble Wi-Fi ceTn He aBnstoTcs 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTN paboTbl B 00LwwenocTynHbIX ceTax Wi-fi:

1. He nepepaBan cCBOW 5NMYHYKO MHGopMauuo vepes obwenoctynHole Wi-Fi
ceTn. PaboTtaqa B HUX, xenaTtenbHO He BBOAUTL NaponM 4ocTyna, JIOrMHbl U Kakue-
TO HOMEp3;

2. Ncnomnb3yn n OBHOBNSM aHTUBUPYCHbIE NporpamMmbl 1M OpaHamayep. Tem
camMbIM Tbl ob6e3onacub cebst OT 3aKayky BUpyca Ha TBOE YCTPOUCTBO;

3. MNpn ncnonb3oBaHmn Wi-Fi oTknoum doyHkumno "O0wmn goctyn K dannam u
npuHtepam". [aHHas QyHKUMA 3akpbiTa MO YMOSYaHUIO, OAHAaKO HeKoTopble
Nonb30BaTeny akTMBUPYHOT ee And yaobcTBa UCnosnb30BaHUA B paboTe unn yvebe;

4. He ucnonb3yn nyonudHein WI-FI ona nepegaym nuyHbIX gaHHbIX, HAanpumep
Ans BbIXxo4a B coumaribHble CETU UITN B ASIEKTPOHHYIO MOYTY;

5. Ncnonb3ymn TonbKo 3awmueHHoe coegmHeHne Yyeped HTTPS, a He HTTP, T.e.
npun Habope Beb-aapeca BBoan nmeHHo "https://";

6. B mobunbHoM TenedoHe oOTkmoun QyHkumo “lMogkrtodeHne kK  Wi-Fi
aBTOMaTuyecku". He pgornyckam aBTOMAaTMYeCKOro MNOOKIIHOYEeHUs YCTPOUCTBa K
cetam Wi-Fi 6e3 TBoero cornacus.



CoumanbHble ce™

CoumarnbHble CETU akKTMBHO BXOOAT B HaLly XW3Hb, MHOrMe nogu paboTtaroT u
XMBYT TaM MOCTOAHHO, a B Facebook yxe 3aperncTpupoBaH MunnmMapg YerioBex,
YyTO SABNSETCH OOQHOW ceAbMOWN BCEX Xutenen nnaHeTtbl. MHOrMe nonb3oBartenn He
NOHMMAIOT, YTO WMHAOPMALMS, pasMelleHHad UMW B COUMAribHbIX CETHAX, MOXET
ObITb HaMgeHa U UCMNONb30BaHa KeM YrogHo, B TOM 4ucre He obdAsaTesibHO C
B6narumm HamepeHUsIMMI.

OcHoBHble coBeTbl N0 6&30MacHOCTU B coLMarnbHbIX CETSX:

1. OrpaHnyb cnvcok apysen. Y 1eba B Apy3bax He OOIMKHO ObITb CryYanHbIX U
HEe3HaKOMbIX Noaemn;

2. 3awmian cBOK YacTHYH XM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca,
AaTy TBOErO POXOEHUA U APYryro NNYHY0 MHAGopMaunio. 3r0yMbILLNEHHUKA MOTYT
MCNosib3oBaTh Aaxe MHAOPMaUMio O TOM, Kak Tbl M TBOW poauTenuv nraHupyeTte
NPOBECTU KaHUKYIbI;

3. 3awwmian CBOKO penyTauuntlo - Jepxn ee B YACTOTE N 3agaBan cebe BONpoc:
xoTten 6bl Tbl, 4YTOObI ApyrMe nonb3oBaTenyM BUAENN, YTO Tbl 3arpyxaelb?
[Mogyman, npexae Yem 4YTo-TO onybrmkoBaTb, HAaNUCaTb U 3arpy3unThb;

4. Ecrm Tbl roBopullb C fOAbMU, KOTOPbLIX HE 3Haellb, He UCMNOMb3yn CBOE
peanbHoe UMst U OPYry JINYHYI0 WMHOpMaLUN: UMS,, MECTO XUTENbCTBa, MECTO
y4eObbl 1 nNpoyee;

5. N3beran pasmelieHnsa dotorpadmin B VHTepHeTe, rme Tbl MU3obpaxeH Ha
MECTHOCTW, MO KOTOPOW MOXHO OnpeaeniTb TBOE MECTOMOSOXEHWE;

6. MNpn pernctpaunm B coumanbHON CETU HEODXOAUMO UCMONb30BaTb CHOXHbIE
napornu, coctoswme n3 6ykB 1 LMdp U C KOIMYECTBOM 3HAKOB HE MeHee 8;

7. ns counanbHOM CeTn, NoYTbl U APYrNX canToB HEOHOXOAUMO MCMOMb30BaTb
pasHble naponn. Torga ecrm Tebs B3NOMalT, TO 3MOYMbILIEHHUKN nosydaTt
AOCTYN TOSMbKO K O4HOMY MECTY, a He BO BCe cpaay.



ANEeKTPOHHbIe AeHbIn

ONEKTPOHHbIE AEHbMM - 3TO O4YeHb YOobHbLIM cnoco® nnatexen, OAHaKo
CYLLECTBYIOT MOLLUEHHUKWN, KOTOPbIE XOTAT NOSyYUTb 3TN OEHBLIN.

SﬂeKTpOHHbIe OeHblm nodasBusiMCb coeceMm HeagaBHO U MUMEHHO M3-3a 3TOro BO
MHOIMX rocygapctBax 4o CUX NMOp HEe NponmcaHo npo HUX B 3aKOHaxX.

B Poccun ke OHM (PyHKLMOHUPYIOT M O HUX YXe MPOMNMcaHo B 3aKOHe, rae ux
pas3fendtoT Ha HECKOSTbKO BUAOB - aHOHUMHbIE N HE aHOHUMHbIe. PasHuua B ToMm,
YTO a@HOHWMHbIE - 3TO Te, B KOTOPbIX paspellaeTcsa NpoBOAUTL onepauun 0es
noeHTUuKaunm nonb3oBaTens, a B HEaHOHUMHbIX AEHTUdMKaL WS Nnorb3oBaresnd
aBnsieTca 0b6s3aTensHON.

Takke cnegyetr pasnuMyaTb 9NEKTPOHHble  dmaTHble OeHbrM  (paBHb
rocya4apCTBEHHbIM BasnoTaM) W 3MeKTPOHHbIE HeduaTHble OeHbMM (He paBHbI
rocyaapCcTBEHHbIM BanoTam).

OcHoBHble coBeTbl No 6e3onacHon paboTe C INEeKTPOHHBIMU AeHbraMu:

1. MpuBsXxn K cyeTy MOBUIbHLIM TenedoH. OTO cambli YOAOOHbLIN U ObICTPLIN
cnocob BOCCTAHOBUTbL AOCTYN K c4yeTy. [NpuBA3aHHbIN Tened)oH MOMOXET, ecrin
3abygelb CBOM MMaTeXHbI Napofle WM 3arfellb Ha CalT C HEe3HaKoOMOro
YCTPOWNCTBA;

2. Wcnomb3yn opgHopasosble naponu. [locrie nepexoga Ha  YCUNEHHYHO
aBTopusaumio Tebe yxe He OyaeT yrpoXxaTb OMacHOCTb KpaXu unn nepexsarta
NIaTEXHOro Napons;

3. Bbibepn cnoxHbln naponb. [lpecTynHukam 6yoetr He npocTo yragaTb
CITOXHbIV naporb. HagexHble naponu - 3To Naponu, KoTopble cogepxaTt He MeHee 8
3HaKOB 1 BKIHOYalOT B cebA CTPOYHbIE M NPONUCHBbIE BYKBbI, LMAPbI U HECKOMBLKO
CUMBOIOB, TakWe Kak 3HaK Aosrriapa, gyHTa, BOCKmMUaTeNnbHbIA 3HaK U T.M.
Hanpumep, $tRONng!;;

4. He BBOOM CBOW NMYHbIE JaHHbLIE HA canuTax, KOTOPbLIM HE A0OBEPSELLb.

AneKTpOoHHas noyTta



OIEeKTPOHHAA MoyTa - 3TO TEXHONMOrns U MNpeaocTaBfideMblE €0 YCnyrn no
nepechIsike N NOMYyYEHUIO ANEKTPOHHbLIX COOOLIEHUI, KOTOpbIE pacnpenenstoTcs B
KOMNbOTEPHON ceTU. OObIYHO 3MEKTPOHHbIM MOYTOBLIM  SAWMK  BbIMMG4UT
criegyowmm obpasomM: nms_nonb3oBaTens@uMs_aomMeHa. Takke Kpome nepenayu
NPOCTOro TeKCTa, MMeeTCs BO3MOXHOCTb NnepenasaTb doanrbl.

OcHoBHbIe coBeTbl No 6e3onacHon paboTe C ANEKTPOHHOW NOYTOM:

1. Hago BbiGpaTb npaBusibHbIN NOYTOBBLIN CEPBUC. B MHTEPHETE €CTb OrPOMHbIN
BblbOp GecnnaTHbIX MOYTOBLIX CEPBUCOB, OAHAKO nyylle OO0BEpPATb TEM, KOro
3Haellb N KTO NepBbi B PENUTUHTE;

2. He ykasbiBa B NMYHOM MnouYTe JIMYHYKO WHAopMauuio. Hanpumep, nydwe
BbI6paTh "My3blkanbHbln_haHaT@" nm "pok2013" BmecTo "Temal3";

3. Ncnonb3yn AByxaTanHyo aBTopm3auunto. JTO KOrda NMOMMMO Napons HY>XHO
BBOOUTb KoA, NpucblfiaemMbln no SMS;

4. Bbibepn cnoxHbi naponb. [Ons Kaxaooro noyvToBOro silmka AOrmkeH OblTb
CBOW HaZleXHbIW, YCTOMYMBLIN K B3IIOMY NMaporsib;

5. Ecrnv ecTb BO3MOXHOCTb Hanucatb caMOMy CBOW JIMYHBLIA BOMPOC, UCNOSb3YU
3TY BO3MOXHOCTb;

6. M\cnonb3yn HECKOSbKO NMOYTOBbLIX ALWMKOB. [lepBbin 415 YaCTHOM NepenmncKku C
agpecataMmn, KOTOPbIM Thl AOBepsiellb. 3OTO SMEKTPOHHbIN agpec He Haao
MCNosb3oBaTh NpU perncTpaunmn Ha gopymax u canTax;

7. He oTkpbiBan hansibl 1 gpyrne BIIOXEHUA B MUCbMaX, LaXe eCII OHU NPULLIK
OT TBOUX Apy3eN. JlyyLlue YyTOYHWN Yy HUX, OTNPaBnav v oHn Tede 3Ty dhannbl;

8. MNocne okoH4YaHMsa paboTbl HAa MOYTOBOM CepBUCE Nepes 3aKpblTUEM BKIAAKU
C CalToM He 3abyab HaxaTb Ha "Beintin'.

Knbe poynnuHr nnmn BuptyarnbHoe n3neBaTeibCTBO



KnbepbynnuHr - npecnegoBaHme coobLUeHsIMN, coaepaumMmmnm ocKkopbrneHus,
arpeccuio, 3anyrmBaHue; XyrnmraHcTBO; counanbHoe BOMKOTUPOBAHME C MOMOLLBIO
pasNMYHbIX MHTEPHET-CEPBUNCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KNbepdyrMHrom:

1. He 6pocanca B 6on. Jlydwmn cnocob: nocoBeToBaTbCA Kak cebs BeCcTn U,
€CInM HET TOro, K KOMy MOXHO oBpaTuTbCsl, TO BHa4vane ycrnokoutbcs. Ecnm Tbl
HayHelb OTBeYaTb OCKOPOMeHMsMM Ha OCKOpOMeHMsi, TO TOMbKO elle Gorblue
pasoxckeLlb KOHAINKT;

2. Ynpasnanm ceoeun kubeppenyTrauuen;

3. AHOHMMHOCTb B CETU MHMMas. CylecTBYOT CNocobbl BbIACHUTb, KTO CTOUT
3a @aHOHUMHbIM aKKayHTOM;

4. He cTOoUT BeCcTU XynuraHCKMM obpas BupTyarnbHOM XM3HWU. WHTepHeT
dmMKCUMpyeT BCe TBOM OENCTBUS U COXpaHseT uX. Yoanutb ux ByaeTr KpanHe
3aTpyaHUTESTBHO;

5. Cobntogan cBo BUPTYarbHY YeCTb CMOSIOAY;

6. VIrHopupy eanHn4HbIn Heratue. OgHopasoBble 0CKOpbUTENbHbIE COOBLLEHMUS
nyyule urHopmpoBaTb. OBbIYHO arpeccusi NpekpawaeTcs Ha HavyarnbHOW cTagum;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMM COO6LUEHMAMMK, B
coumarnbHbIX CETSAX €eCTb BO3MOXHOCTb OIIOKMPOBKM OTNPaBKM COOBLUEHUN C
onpeneneHHbIX agpecos;

8. Ecrm TbI cBupeTenb knbepbynnuHra. TBOM OEUCTBUS: BbICTYNUTb NPOTUB
npecrniegoBartens, rnokasatb eMmy, YTO ero OenCTBUS OLEHMBAKOTCH HeraTuBHO,
noggepxatb XepTBY, KOTOPOW HyXHa MCUXosiormdeckasl MoMoLb, COOBLMTL
B3pOC/bIM O (pakTe arpeCcCUBHOrO NoBeaeHVs B CETH.

MoOunbHbIN Tened oH



CoBpeMeHHble cMapTOoHbI U NMaHWeTbl cogepxaT B cebe BMOMHe B3POCIibIN
yHKUMOHaN, W Tenepb OHW MOrYT KOHKypupoBaTb CO CTauMOHapHbIMU
KomnbtoTepamn. OgHaKo, CpeacTB 3aWwmTbl ANs No4o6HbLIX YCTPOMUCTB NokKa OYeHb
Maro. TecTupoBaHue 1 NOUCK YSA3BUMOCTEN B HUX NMPOUCXOAUT HEe TaK UHTEHCUBHO,
kak ans K, To xe camoe kacaeTcst U MOBUIbHbLIX NPUITOXEHUIA.

CoBpeMeHHble MOBUIbHbLIE Bpay3epbl y)Ke NpakTUYEeCKU OorHanmM HacToSbHble
aHarnorM, ogHako paclmpeHne QyHKLUMOHaNna Bried4eT 3a cobon BonbLuyto
CITOXKHOCTb U MEHbLUYHO 3aLLMLLEHHOCTb.

[laneko He Bce npomnssoauTesnn  BblMyCKakoT OOHOBIEHUS, 3aKpbiBarowpe
KpUTU4eCKmne ya3smmoCcTn 14 CBOUX yCTpOIZCTB.

OcHoBHble coBeTbl Anst 6e30nacHOCTN MOBUNbHOro TenedoHa:

Huyero He siBnsieTcsa no-HacTosAwemMy 6ecnnatHbiM. Byob ocTopoxeH, Bedb
koroa Tebe npeanaraoT OecnnaTHbIN KOHTEHT, B HEM MOIYT ObiTb CKPbITbl Kakue-
TO NNaTHble YCIyru;

Hdyman, npexage yem otnpaButb SMS, ¢oToO unn Buaeo. Tbl TOYHO 3HaELb, e
OHW ByayT B KOHEYHOM UTOre?

Heobxoanmo 0OHOBNATE onepauoHHY CUCTEMY TBOErO CMapTdOHa;

cnonb3yn aHTMBUPYCHbIE NPOrpaMmbl AN MOBUIbHbIX TenedoHOB;

He sarpyxait npunoXeHuss OT HEU3BECTHOr0 WCTOYHMKA, Bedb OHU MOryT
coaepxaTb BpegoHOCHOe NMporpaMMHoe obecrneyveHue;

[Mocrne Toro Kak Tbl BbIMOELLb C CauTa, [ae BBOAWIT FIMYHY MHJopMaumio, 3angm
B HaCTpoKKK bpaysepa n yganm cookies;

Mepuognyeckn nNpoBepsii, Kakue MnaTHble YCNyrM aKTMBMPOBaHbl Ha TBOEM
HoMmepe;

[aBain cBo HOMep MOBUBLHOIO TenedoHa TOMbLKO NMASAM, KOTOPbIX Thl 3HAELLb
N KOMY JOBepsieLLb;



Bluetooth gormkeH 6bITb BbIKIIOYEH, KOr@a Thl UM He Nofb3yelbcs. He 3abbiBan
MHOrga nNpoBepsiTb 3TO.

Online urpbl

CoBpeMEHHbIE OHMaMH-UrPbI - 3TO Kpaco4Hble, 3axBaTbiBaloLLME pa3BrevYeHus,
06 beaAnHAILLME COTHM ThICSIY YeroBek No Bcemy Mupy. VIrpokn nccneayot AaHHbIN
MM MUP, OOLLAKTCA APYr C APYroM, BbIMOMHAKT 3a4aHnsl, CPaXxatoTCs C MOHCTpaMu
M NOMy4arT OonbiT. 3a yOOBONLCTBME OHW MAATAT. MOKYNalT AWUCK, OnfadvMBaroT
abOoHEeMEeHT 1nM NP1ModpeTaroT Kakmne-To oML uN.

Bce 31K cpeactBa vaoyT Ha nogaepaHue U pasBUTUE UIPbl, @ TaKxke Ha camy
6e30MacHOCTb: COBEPLUEHCTBYOTCSA CUCTEMbI aBTOpPU3aLUM, BbINMyCKaTCA HOBblE
naTyn (LMdpoBLIE 3annaTkn Ansi NPorpaMm), 3aKpbiBatOTCSs YA3BMMOCTU CEPBEPOB.

B nogobGHbIX Urpax CTOMT onacaTtbCsl He CTONbKO CBOMX COMEPHUKOB, CKOJIbKO
Kpaxxy TBOEro naporisi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopu3aumm 0ombLUMHCTBA
nrp.

OcHoBHbIe coBeTbl N0 6e30MacHOCTM TBOErO UIPOBOrO akKkayHTa:

1. Ecrm gpyron urpok Beget cebs nnoxo unm co3gaetr Tebe HenpUSITHOCTM,
3ab1I0KMpyM €ro B CNmMCKe NrpoKoB.;

2. lNoxanynca agMuHUCTpaTopaMm Urpbl Ha Mrioxoe MnoBefeHue 3TOro Urpoka,
enatenbHO NPUIIoXUTb Kakue-TO AoKa3aTeNibCTBa B BUAE CKPUHOB;

3. He ykasbiBan nmyHyo nHdopmMaumio B npodpansie urpbl;

4. YBaxan gpyrmx y4aCTHUKOB MO Urpe;

5. He yctaHaBnuBan HeodomumnarnbHbIe NaTym U MoAbl;

6. Mlcrnonb3yn CrioXHble 1 pasHble Naporu;



7. daxe BO BpeMsi Urpbl He CTOUT OTKMoYaTb aHTMBUPYC. lMoka Tbl Mrpaelub,
TBOW KOMMNbIOTEP MOTMYT 3apasunTb.

P MWNHr unu KpaXa JINYHbIX OaHHbIX

OB6bI4HOM Kpaxen OeHer U JOKYMEHTOB CEroHs1 y»ke HUKOro He yauBULLb, HO C
pa3BUTMEM UHTEPHET-TEXHOSIOMIN 3JTI0YMbILLNEHHUKN NEPEMECTUIUCE B UHTEPHET, U
NpoaomKaT 3aHMMaTbCA "NMobMmbIM" Aenom.

Tak nosiBUNacb HoBada yrposa: MHTEPHET-MOLLEHHMYEeCTBA UM (OULLIMHT, rMaBHas
Leflb KOTOPOro COCTOUT B MOJSTy4EHUM KOHMAEHUManbHbIX AaHHbIX Mofb3oBaTenemn
- NOrMHOB 1 napornen. Ha aHrmuinckom sasbike phishing yntaetca kak dovwmHr (ot
fishing - pbibHas nosna, password - naporb).

OcHoBHble coBeTbl No 6opbbe ¢ PULLMHIOM:

1. Cnegu 3a cBOUM akkayHToM. Ecnn Tbl nogo3peBaellb, YTO TBOSI aHKeTa bbina
B3/lOMaHa, TO HeobXoaAMMO 3abrokupoBaTb €e U COOOLMTb aaMUHUCTpaTopam
pecypca 06 3TOM Kak MOXHO CKOpPEE;

2. Ncnonb3yn 6e3onacHble BeG-CanThbl, B TOM 4YuUCre, UHTEPHET-MarasuHoB U
MOUCKOBbIX CUCTEM;

3. Ucnonb3yn crnoxHble W pasHble naposnn. Takum obpasom, ecrnm Tebs
B3/IOMaOT, TO 3IIOYMbILWIEHHUKN nosydaT LOCTYN TOSIbKO K OLHOMY TBOEeMy
NPodmnto B CETU, a HE KO BCEM;

4. Ecnn Tebsa B3nomanu, To Heobxo4MMo npeaynpeauTb BCEX CBOUX 3HAKOMBbIX,
KoTopble fob6aBrieHbl Yy TebA B Apy3bsiX, O TOM, YTO Teba B3fioManu 1, BO3MOXHO,
OT TBOEro MMeHn 6yaeT paccblfiaTtbCAa Cram U CChISIKN Ha ULLMHIOBbLIE CalThbl;

5. YctaHoBu HagexHbin naporb (PIN) Ha MoOunbHbIN TenedoH;

6. OTKMOYKN CoXpaHeHue napons B bpaysepe;

7. He oTkpbiBan hansibl 1 gpyrne BrIOXEHUA B MMCbMaX, LaXe eCII OHU NPULLIK
OT TBOUX Apy3eN. JlyyLlue yTOYHU Yy HUX, OTNPaBnav v oHn Tede 3Ty dhansbl.



Lnd poBasa penyrauus

LindppoBas penyraums - 970 HeraTMBHas U NO3UTUBHASA MHJpopMaLms B CETU O
Tebe. KomnpomeTupylowasa WHGopMaunsa, pasMeLLeHHass B UHTEpHeTe, MOXeT
Cepbe3HbiM 00pa3oM OTpasuTbCA Ha TBOEW pearbHOW »u3HW. "Llndopoasd
penytauma” - 9To TBOM MMUOXK, KOTOPbIA hopmupyeTca n3 nHdgopmaumm o tebe B
NHTEpPHeTE.

TBOE MECTO XUTenNbCTBA, y4ebbl, TBOE (MHAHCOBOE MOSIOXeHUE, OCODEHHOCTU
XapakTepa 1 pacckasbl 0 65IM3KNX - BCE 9TO HaKanMBaeTCs B CETH.

MHOrMe nogpoCTKM  JIENKOMBICIIEHHO OTHOCATCA K NybrnvMkauun  nmyHow
MHpopmaumm B VIHTEpHETE, HE MOHMMAaA BO3MOXHbIX MOCeACTBUN. Tbl gaxe He
CMOXellb goragaTtbCd 0 TOM, YTO dooTorpadms, pasmelleHHasa S neT Hasag, ctana
NPUYMHOWN OTKa3a NPUHATL Tebs Ha paboTy.

KommeHTapumn, pasmelleHne TBoux dootorpadmmn n gpyrme OencTtBua MOryT He
MCYE3HYTb Jaxe Mocrie TOro, Kak Tbl UX yaanvub. Tel HE 3HaeLlb, KTO COXPaHWn 3Ty
MHJpopMaLMIO, nonana N oHa B MOUCKOBbIE CUCTEMbI M COXpaHWachb JIM OHa, a
rMaBHoE: YTO NogymatoT o Tebe OKpyKatoLme fnoaun, KOTopble HangyT U yBUAST 3TO.
Hantn wHdopmauumio MHOro net cnycTss cMoxeT 5obon - Kak u3 gobpbix
No6yXOeHW, Tak U C HAMEPEHNEM NPUYNHUTE BpeL. ATO MOXET ObITb KTO YrogHO.

OcCHoBHbIE COBETbLI NO 3awmTe LnpoBon penyTawum:

1. Mogyman, npexae 4em 4YTO-TO NybrnmkoBaTb U nepenasaTtb y cebs B Orore
U1 B couuarnbHOu CeTH;

2. B HacTpomkax npodwmna ycTaHOBM OrpaHUYEeHUs Ha MpPOCMOTP TBOEro
NpoguIIaA 1 ero cogepXMmoro, caernam ero TorbKo "ana gpysen’;

3. He pasmewan n He ykasbiBah WHGOPMaLUIO, KOTOpass MOXET KOro-nMbo
ocKkopbnATb nnn obmxaTb.

ABTOpPCKOE NpaBo



CoBpeMEHHbIE  LWIKOMIbHUMKM -  aKTUBHble  nosib3oBatenn  LudpoBOro
npocTpaHcTBa. OQHako [Janeko He BCe 3HalT, 4YTO MOfb30BaHWE MHOrMMMU
BO3MOXHOCTSIMW  UKdpoBOro  mMupa  TpebyeT  cobniogeHuss npaB  Ha
NHTENNeKTyanbHyt0 CO6CTBEHHOCTb.

TepMynH  "WHTennekTyanbHad COBCTBEHHOCTb" OTHOCUTCA K  PasfiMyHbIM
TBOPEHUAM YEriOBEYECKOrO0 yMa, HayMHasi C HOBbIX W300pETEHWMA WU 3HAKOB,
obo3HavyaWmMx COBCTBEHHOCTb HA NPOAYKTbI U YCIyrn, U 3akaH4YMBasg KHUramu,
dooTorpadomsamun, KMHoMNbMaMn 1 My3blKarnbHbIMW NPON3BELEHNAMM.

ABTOpPCKME NpaBa - 3TO NpaBa Ha WHTENNEKTyanbHyt0 COBCTBEHHOCTb Ha
npounsBeLeHNa Hayku, nmtepaTypbl U UCKycCTBa. ABTOPCKME npaBa BbICTynawT B
Ka4eCTBEe rapaHTUM TOro, YTO MHTENNeKTyanbHbIA/TBOPYECKUA Tpyn aBTopa He
OyoeT HanpacHblM, OacT emMy cChnpaBegsiMBble BO3MOXHOCTW 3apaboTaTb Ha
pesynbTaTtax CBOEro Tpyada, MNosydYuTb M3BECTHOCTb M Npu3HaHue. HukTo 0es3
paspelleHns aBTopa He MOXeT BOCNPOM3BOAUTL  €ro  npovsBedeHue,
pacrnpocTpaHATb, MybrnMyHO AeMOHCTpupoBaTb, nNpogasBaTb, WMMNOPTUPOBATD,
nyckatb B npokar, nybriMyHO WMCMOSMHATb, NOKa3blBaTb/UCMNOSMHATL B 3dmpe unm
pa3mewatb B IHTepHeTe.

cnonb3oBaHue "nmnpatckoro” nporpaMmMHOro obecneyeHmsi MoXeT MpMBECTU K
MHOMMM pUCKaM: OT MOTEpPU OaHHbIX K TBOMM akkayHTam OO0 GrioKMpOBKM TBOErO
YCTPOWCTBA, [e YCTaHOBIeHa HereranbHasd nporpamma. He cTout Takxe
3abblBaTb, YTO CYLECTBYIOT neranbHble N 6ecnnaTHble nporpamMmmbl, KOTOpble
MOXXHO HANTU B CETW.

O noprane

CeTeBUYOK.ph - TBOW IMaBHbIN COBETYMK B CETU. 30EChb Tbl MOXeElWb Y3HATb O
6e3onacHOCTM B CETU MOHATHbIM M AOCTYNHbIM A3bIKOM, @ NPU BO3HUKHOBEHWUU
KPUTUYECKON CUTyaumm obpaTuUTbCA 3a COBETOM. A TakXe MPUHATbL ydacTue B
KOHKYpCax 1 ctaTb caMbIM LMGOPOBbLIM rpaxkgaHnHOM!

NMpunoxeHue N 3. NMNamaTtka gna poanteneun o6
MHOpMaLUOHHON 6e30MNacHOCTU AeTeun

[Mpunoxenne N 3



OnpegenerHne TepMuHa "MHdoOpMaLMoHHaa 6e30nacHOCTb AeTen" CoaepxuTcs
B ®PenepanbHoMm 3akoHe N 436-¢3 "O 3auwmrte pgeten OT  UWHJGOpMaUuw,
NpUYNHAIOWEN Bped WX 300POBbK W pasBUTUK", PErynupyromM OTHOLLEHUS,
CBSI3aHHbIE C 3aWMTON geTen OT MHJpopMaL K, NMPUYMHSAIOLLEN Bped VX 300POBbIO U
(urun) passutmio. CornacHo AaHHOMY 3aKOHY “"MHG)opMauMOHHast ©e30nacHOCTb
aeten” - 3TO COCTOSIHME 3alMLIEHHOCTWU, MNpPU KOTOPOM OTCYTCTBYET pPUCK,
CBSAA3aHHbIN C TMPUYMHEHWEM MHGOpPMaunen Bpega WX 340pOBbO U (MnK)
doM3n4EeCKOMY, MCUXMYECKOMY, AYXOBHOMY, HDABCTBEHHOMY Pa3BUTUIO.

B cuny ®egepancHoro 3akoHa N 436-P3 vHdopMaumnen, NpUYMHAIOLWEN Bpen
30POBbIO 1 (UNN) Pa3BUTUIO AETEN, ABNSETCS:

1. HpopMaLma, 3anpeLleHHas ang pacnpocTpaHeHust cpean OeTeu;

2. vH(opMauKnsa, pacrnpocTpaHeHWe KOTOPOM OrpaHNYeHO cpean LeTen
onpenesieHHbIX BO3PaCTHbIX KaTeropun.

3. K wHopmauuu, 3anpelueHHONn N9 pacnpoCTpaHeHus cpean LeTen,
OTHOCMUTCH:

4. wnHdopmauus, nodyxgawuw@as OeTed K COBEPLUEHUIO  OENCTBUMN,
NPeAcTaBnAOLLMX YrPO3Y MX XU3HU U (MK) 340POBbIO, B T.4. MPUYUHEHNIO Bpeaa
CBOEMY 3[10pPOBbI0, CaMOYyOUNCTBY;

5. CMOCOOHOCTb BbI3BATb Yy AeTen XenaHue ynoTpebuTb HapKoTUYeckue
cpencTtBa, MNCUXOTPOMHble W (UnK) odypMaHuBalwme BellecTBa, TabadHble
n3nenus, arnkorosfieHyt0 M CNMpPTOCOLEPXKALLy0 MNPOAYKLMIO, MMBO W HaMUTKW,
N3roTaB/iMBaeMble Ha €ro OCHOBE; MPUHATbL Yy4yacTue B as3apTHbIX WUrpax,
3aHMMaTbCS NPOCTUTYLMEN, BPOASKHNYECTBOM UM NOMPOLLANHNYECTBOM,;

6. 060CHOBbLIBalOLWAA UM onpaBAbiBalOWas OONYCTUMOCTb Hacurms U (Unm)
XECTOKOCTM Nnbo nobyxaarLasi OCyLWEeCTBNATb HaCUIbCTBEHHbIE OENCTBUSA MO
OTHOLLIEHMIO K JTIOOSM U XXUBOTHbIM;

7. oTpyualwaa CcemenHble LEeHHOCTM U opMupylolas  HeyBaXeHne K
poautensm u (Unu) opyrum YneHam cembu;

8. onpasabliBaoLLasA npoTuBonpaBHoOE noseneHne,;
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9. cogepxallasa HeLeH3ypHyo BpaHb;

10. cogepxallas nHopmaumio nopHorpaguyeckoro xapakrepa.

K uwHdopmaumm, pacrnpocTpaHeHne KOTOPOW OrpaHM4eHO cpean OeTen
onpeerneHHoro Bo3pacTa, OTHOCUTCA:

1. unHdopmauus, npeacTaBnsiemMas B BuOe M300paeHWss WM onucaHust
XKECTOKOCTU, (mM3M4eckoro u (Unm) NCUXMYECKOro HacuInsl, NPecTynieHns WUnm
MHOTO aHTMOO LLECTBEHHOIO AENCTBUS;

2. Bbl3blBalOWASA Y AETeN CTpax, \»Kac MnM NaHuKy, B T.4. npeacTaBnsieMasl B
BMOE M300paXKeHUSI UNM OMUCaHUS B YHWKAKOLLEN YEerloBEeYecKoe AOCTOMHCTBO
dopMe HeHacUNbCTBEHHOW CMepTM, 3aboneBaHusi, camoybuiicTBa, HecHacTHOro
cnyyasi, aBapum Unmn katactpodbl 1 (Mnn) Ux NocrneacTBuN;

3. npeacTaeBnsgemMas B Buae n306paxeHns Unm ornvcaHnsi NoroBbIX OTHOLLEHWN
MeXOY MY>XHUHOUW U XEHLLMHOW,;

4. copepxallas GpaHHble CrnoBa 1 BblpaXeHnsi, He OTHOCSALLMECSH K HELLEH3YPHOW
BpaHmu.

C yyeTom atoro Bam npepgnaratotcsa npasuna pabotbl B ceTu MHTepHeT and
pasfNYHbIX BO3PaCTHbIX KaTeropun, cobnogeHne KOTopbiX NO3BoNUT obecnevntb
NHOPMaLMOHHYO 6e30nacHOCTb BaLUMX AeTeN.

O6wme npaBuna ans poautenen

1. HesaBncumo oT Bo3pacTa pebeHka ucnonb3ynte nporpammMmHoe obecneyeHue,
nomorarLiee gunsTpoBaTb U KOHTPONMPOBaTb MHAOPMaLMo, HO He nosiarantechb
NOSMHOCTbLIO Ha Hero. Balle BHMMaHMe K pebeHKy - MaBHbIM METOA 3aLMThI.

2. Ecrnn Baw pebeHoKk mmeeT akkayHT Ha O4HOM M3 couunasrbHbIX CEPBUCOB
(LiveJournal, blogs.mail.ru, vkontakte.ru n T1.n.), BHUMATENbHO W3Yy4uUTE, KaKytO
NHCpOpMaL MO NMOMELLAOT €ro y4acTHUKN B CBOMX Mpodmnax M Griorax, BKrtodasd
dooTorpadomm n Bugeo.



3. lNpoBepbTe, C KAaKUMK OPYrMMn canTaMmm CBA3aH couuarnbHbii cepsuc Ballero
pebeHka. CTpaHndkm Bawero pebeHka mMoryT ObiTb ©e3onacHbIMW, HO MOryT U
cofepxaTb CCbIfIKM Ha HexernaTesSibHble U onacHble canTbl (Hanpumep, NOPHOCAaWnT,
WM canlT, Ha KOTOPOM ApYyr YNOMWHAET HOMep CcoToBoro TernedoHa Bailero
pebeHka unn Baw gomaluHuin agpec).

4. Tloowpsnte Bawmx peten coobwatb 060 BCEM CTPaHHOM WU
OTTarkMBalLWEM N HE CIIMLLKOM OCTPO pearvpymTe, Korga OHM 3TO AenakT (M3-3a
onaceHunst noTepATb AOCTyn K WHTepHeTy OeTu He TroBOpAT poauTensm o
npobremax, a TaKkxe MOryT HadaTb UCMOSb30BaTb VIHTEPHET BHE JOMaA U LLKOSbI).

5. byobTe B Kypce ceteBon *u13HM Bawero pebeHka. MHTepecynTechb, KTO UX
Apy3bda B VIHTEpHET Tak e, Kak MHTepecyeTechb pearbHbIMU OPY3bSAMN.

Bospactot7 oo 8 ner

B VIHTepHeTe pebeHok cTapaeTcsa NOCETUTb T€ UMK UHbIE CarTbl, 8 BO3MOXHO U
YyaTbl, paspelleHne Ha MOCELLEHNE KOTOPbIX OH He nony4mn Obl OT poauTenemn.
[MoaTomMy poauTenam OcCoBeHHO none3Hbl 6yayT Te OT4eTbl, KOTopble
NpeaocTaBnNATCA NporpaMmmMamm rno orpaHNYeHnto ncnonb3oBaHna MHTepHeTa, T.e.
PoauTenbCKunin KOHTPOIb UM TO, YTO Bbl CMOXETE YBUAETbL BO BPEMEHHbIX dhannax.
B pesynbrate, y pebeHka He BygeT OLyLLEeHNs, YTO 3a HAM BeAEeTCS NOCTOAHHbIN
KOHTPOSb, 04HaKO, poauTenn 6yayT no-npexHemy 3HaTb, Kakue canTbl nocewgeT
nx pebeHok. [leTn B JaHHOM Bo3pacTe 0bnagatoT CUrbHbIM YYBCTBOM CEMbU, OHU
AOBEPYMBbLI MU HE COMHeBalOTCs B aBToputeTax. OHM nMobAT urpatb B ceTeBble
Urpbl U nNyTeLwlecTeoBaTb No VIHTEPHETY, UCMOMb3YA 3NIEKTPOHHYHO MOYTY, 3aX04uUTb
Ha cauTbl U YaTbl, HE PEKOMEHOBaHHbLIE POAUTENSIMMU.

CoBeTbl N0 6e3onacHoCTU B ceTu NHTepHeT ana aeten 7-8 net

1. CospganTte cnNUCOK AOMalLHUX NpaBun nocelleHnss HTepHeTa npu ydactum
aeten n TpebyinTte ero BbINONHEHUS.

2. Tpebyunte oT Bawero pebeHka cobnogeHnsi BpeMEHHbIX HOPM HaxoXxaeHus 3a
KomnbtoTepoM. [Nokaxute pebeHky, YTo Bbl Habnogaete 3a HAM HE NOTOMY 4TO
Bam aTo xo4eTcs, a notomy 4Tto Bbl 6ecnokonTech 0 ero 6esonacHoCcTU 1 Bcerga
FOTOBbI EMY NMOMOYb.

3. KomnbtoTep ¢ nogknoyeHmemMm K WHTepHETY LOfmKeH HaxoauTbCa B 0bLien
KOMHaTe rnog npucMoTpoM poanTenen.



4. Vicnonb3ywnTe creunanbHble 4eTCKMe NMOMCKOBbIe MaLUMHBI.

5. Wcnonb3ynte cpencTeBa OOKMPOBaHUS HeXenaTenbHOro KOHTEHTa Kak
[OOMOSTHEHNE K CTaHAapTHOMY PoauTensCKomMy KOHTPOTHO.

6. Co3pante ceMenHbln 3NEKTPOHHbIN ALWWK, YTOObI HE NO3BONUTL AETAM UMETb
cobCcTBEHHbIE afpeca.

7. bnokvpynte gocTtyn K cavWtam c 6ecnnaTtHbIMW MOYTOBbIMWU SLMKaMU C
MOMOLLIO COOTBETCTBYIOLLErO NPOrpamMmMHOro obecneyveHums.

8. Mpuyunte aeten cosetoBaTbCs ¢ Bamu nepen onybnmkoBaHMemM Kakow-nmbo
WMHJpopMaLMM cpeacTBaMy 3NIEKTPOHHOM MOYThI, YaToB, PErMCcCTpauOHHbBIX )OpPM r
npodpurien.

9. Hayunte geten He 3arpyxatb dhawnrnbl, nporpaMmmMmbl UM My3biky 6e3 Ballero
corrnacus.

10. He paspewante [eTdAM WUCMOMb30BaTb CNYyXObl MrHOBEHHOro obmeHa
COODLLEHNAMMN.

11. B "Genbin" cNNCOK canToB, paspeLleHHbIX Afsi NOCeLWeHnsi, BHOCUTE TOMbKO
CalTbl C XopoLLen penyTauuen.

12. He 3abbiBanTe 6ecenoBath ¢ AeTbMu 00 nx opy3bsix B IHTepHeTe, Kak ecru
Obl peyb La o ApYy3bsaX B pearlbHON XU3HMW.

13. He penante "Ttaby" n3 BoNnpocoB MOSIOBOW XWU3HK, TaK Kak B IHTepHeTe aetu
MOTYT J1IErKO HAaTKHYTbCS Ha NopHOrpadomo 1M cantbl "O519 B3pocsibixX".

14. MNMpuyunte Bawero pebeHka coobLatb Bam O MoObIX yrpo3ax unm TpeBorax,
cBsi3aHHbIX ¢ MHTepHeToM. OcTaBanTeCb CMOKOMHbIMU U HAanoMHUTE OETSAM, YTO
OHUM B 6e30MacHOCTN, ECNN caMu paccKasanu BaMm O CBOUX TpeBorax. [Noxsanure nx
N NOCOBETYMTE NO4OWTN eLle pa3 B NO40OHbIX CryyasX.

Bo3pact geten ot9 oo 12 netr



B [aHHOM BoO3pacTe OeTu, Kak npaBurio, yKe HachbllWaHbl O TOM, Kakad
nHopmaums cyectsyet B MHTepHeTe. CoBepLUEHHO HOPMAribHO, YTO OHWU XOTAT
9TO yBUAETb, MPOYECTb, yCrbiwaTb. [pyU 3TOM HY)XHO MOMHWUTbL, YTO LOCTYMN K
HeXxenarternbHbIM MaTepuanam MOXHO ferko 3abnokuposatb Npu MNOMOLLM CPeacTB
PoouTenbcKoro KOHTPOrs.

CoBetbl No 6e3onacHocTn Ana geten ot 9 o 12 net

1. Cosgante CnUCOK AOMalIHWX MpaBwun nocelleHus VIHTepHeT npu ydYactum
aeten n TpebyinTte ero BbINONHEHUS.

2. Tpebynte oT Bawero pebeHka coOOMIOOEHNS HOPM HaxoxOeHus 3a
KOMMbIOTEPOM.

3. Habnopgante 3a pebeHkoM npu paboTe 3a KOMMNbIOTEPOM, MOKAXUTE eMy, YTO
Bbl 6ecnokontech 0 ero 6€30nacHoOCTU 1 BCerga rotoBbl Oka3aTb €My NOMOLLp.

4. KoMmnbloTep ¢ noaknoyveHnem B VIHTepHET AOormkeH HaxoauTbCslt B obulen
KOMHaTe rnog npucMoTpoM poanuTenen.

5. Wcnonb3ynte cpencTBa ONOKMPOBaHUSI HeXenaTenbHOro KOHTeHTa Kak
[OOMOSTHEHNE K CTaHAapTHOMY PognTensCKomMy KOHTPOTHO.

6. He 3abbiBaiiTe NpvHMMaTb HEMOCPEACTBEHHOE yvacTue B »M3HU pebeHka,
6ecepoBaTtb ¢ AeTbMn 00 uX Apy3bax B IHTEepHeTe.

7. Hactanesante, 4tobbl AeTN HUKOIA He corrnalianicb Ha NNYHbIE BCTPEYM C
Apy3baMu 1o IHTepHeTy.

8. MNo3BonanTe A4eTaM 3ax04uTb TOMbKO Ha canTbl 13 "Gernoro” cnncka, KOTopbIn
co3gamnte BMecTe C HUMW.

9. MNpnyunte pgeten HUKOIgA He Bbl4aBaTb JIMHHYKO MHGOPMALUIO cpencTBamMu
9NEKTPOHHOM MOYTbl, 4YaTOB, CUCTEM MIHOBEHHOr0O O6MeHa COOBLLEHNAMMU,
permMcTpaumoHHbIX dOOPM, JIMYHBLIX NPOUIIEn U NMpU percTpaumm Ha KOHKYPCbl B
NHTepHeTe.



10. lMpuyunte peten He 3arpyxaTb nporpammbl 6e3 Ballero paspelueHus.
O6bACHUTE UM, 4YTO OHWM MOrYT ClyvyalHO 3arpysnTtb BUPYCbl WK Apyroe
HeXxenaTternbHoe nporpammMmHoe obecneyeHme.

11. Cospante Bawemy pebeHKy orpaHMY4EeHHYI0 YYeTHY0 3anncb Ansg paboTtbl Ha
KOMMbloTEpe.

12. MNMpuyunte Bawero pebeHka cooblatb Bam O MobbIX yrpo3ax unm TpeBorax,
CBSA3aHHbIX C MHTepHeTOM. HanomHuTe Oetam, 4To OHM B ©e3onacHoCTW, ecrnn
camu pacckasann Bam O CBOMX TpeBOrax U onaceHusix.

13. Pacckaxute getsam o nopHorpadmm B IHTEpHeTE.

14. HactamBanTe Ha TOM, YTOObI AeTW NpenocTaBnssiM BaMm [OCTYN K CBOEN
9NIEKTPOHHOW MoyTe, 4YTOObLI Bbl Yybeaunncb, 4YTO OHM He obwawTca C
He3HaKoML aMW.

15. ObbsACHUTE OEeTaAM, YTO Hemnb3s MCMNonb3oBaTb CEeTb ANS XyNUraHcTBa,
pacnpoCTpaHeHns CNeTeH Unn yrpos.

Bo3pact neten ot13 oo 17 net

B atom BO3pacTe NOAPOCTKM aKTUBHO WCMOMb3YOT MOUCKOBbIE MalUMHbI,
NOSb3YTCA ANIEKTPOHHOW NOYTON, Cry>x0aMm MrHOBEHHOIO 0OMeHa COOBLLEHNSIMN,
cKadmBaloT My3blKy U mnbMbl. Manb4ymkam B 9TOM Bo3pacTe Oonblie rno Hpasy
CMeTaTb BCE OrpaHUYEHUs, OHW XaxayT rpydoro toMopa, asapTHbIX Urp, KapTUHOK
"nns B3pocnbix". [JeBo4kM npeanoduTaroT obwaTtbCs B 4aTax, Npu 9TOM OHU
ropasgo 6onee 4yBCTBUTESbHbI K CEKCyaribHbIM JOMoraTtenscTeam B HTepHeTe.

3ayacTylo B [daHHOM BO3pacTe poaUTENAM yKe BeCbMa  CIIOXHO
KOHTPONMpPOBaTb CBOUX AeTeN, Tak Kak 06 IHTEpHETE OHM yXKe 3HAT 3HAYUTESTBbHO
bonblle cBoux poautenen. Tem He MeHee, He OTMyckanTe feTen B "cBobogHoe
nnasaHue" no MHTepHeTy. CTapanTecb akTUBHO y4acTBOBaTb B 0OLLEHUN pebeHka
B IHTepHeTe.



BaxHo no-npexHemy cTporo cobnogatb npasuna HTepHeT-6e3onacHoCcTn -
cornawleHne mexay pogutensamu n getbMun. Kpome 1oro, HEO6XO0ANUMO Kak MOXHO
Yalle npocMaTtpuBatb OTYETbl O OeATenbHOCTM aeten B WMHTepHeTe. Cnepyet
obpaTuTb BHUMaHME Ha HEOOXOAMMOCTb COAEPXaHUS POAUTENbCKUX Naponewn
(naponen agMWHUCTPATOPOB) B CTPOrOM CEKpeTe M obpaTuTb BHMMaHME Ha
CTPOroCTb 3TUX Naposien.

CoBeTbl No 6e3onacHoCcTX B 3TOM Bo3pacTe oT 13 oo 17 net

1. Co3ganTte CNUCOK OMaLLHMX NpaBun noceweHus MHTepHeTa npu yyacTuu
NoApoCTKOB 1 TpebynTte 6e3ycnoBHoro ero BolnonHeHus. O6rosBopute ¢ pebeHKoM
CMUCOK 3anpeLleHHbIX canTtoB ("4epHbln crnucok"), Yacbl paboTbl B UHTepHeTe,
PYKOBOACTBO Mo 06LeHno B HTepHeTe (B TOM YnCrie B YaTax).

2. KoMmnbloTep ¢ NoaknoYeHnem K cetn IHTepHeT AOoMmKeH HaxoauTbCcHa B 00LLEN
KOMHaTe.

3. He 3abbiBainTe becenoBaTb ¢ AeTbMU 00 KX Apy3bax B VIHTepHeTe, 0 TOMm,
YeM OHW 3aHsTbl Taknm obpasom, ByaTo peyb MAeT O APY3bAX B pearbHOWN XU3HM.
CnpawwuBante O nogsix, C KOTOpbIMM AeTh obLarTca MNoCpPeacTBOM Cryx0
MrHOBEHHOrO OOMeHa COOOLIEeHNAMKN, 4YTOOblI ybeauTbcHa, 4YTO 3TU AN UM
3HAKOMbI.

4. Vcnonb3ynte cpeacTtBa OOKMPOBaAHUSA HeXenaTenbHOr0 KOHTEHTa Kak
AOrOoSHEHWE K CTaHgapTHOMY PognternisCKoOMy KOHTPOSHO.

5. Heobxognmo 3HaTb, Kakumu vatamu nonbaytcsa Bawm getwn. lMNMoowpsante
NCMNOfb30BaHNEe MOLEPUPYEMbIX YaTOB U HacTamMBanTe, YTOObI 4EeTN He OOLAannch
B NPUBATHOM pPEXUME.

6. HactamBante Ha TOM, 4TOObl OETW HUKOMOA HE BCTPEYanuCb JIMYHO C
apysbamu n3 cetn MIHTepHer.

7. Tlpuyynte geten He BblgaBaTb CBOK JIMYHYKO MHGOPMALUIO CpeacTBamu
9JIEKTPOHHOW MOYTbl, 4aToB, CMUCTEM MIHOBEHHOIO OOMeHa COOOLUEHNAMM,
perMcTpaumoHHbIX OOPM, JIMYHLIX NPOUIIEN U NMpPU percTpaumm Ha KOHKYPCbl B
NHTepHeTe.



8. lpuyunte pgetenm He 3arpyxaTb nporpammbl 6e3 Bawero paspelleHus.
O6bsAcCHUTE UM, YTO OHWM MOIYT CllydarlHO 3arpysMTb BUPYCbl WM  Opyroe
HexenaTtenbHoe nporpaMmMmHoe obecneyeHue.

9. MNpuyuynte Bawero pebeHka coobwaTtb BaM O MoObIX yrpo3ax UM Tpesorax,
CBSA3aHHbIX C MHTepHeTOM. HanomHuTe OeTtam, 4To OHM B ©e3onacHoOCTW, ecrn
caMmuM pacckasanum Bam, O CBOMX Yyrpos3ax wnmm TpeBorax. [loxBanute wnx wu
NOCOBETYNTE MOAONTU eLLe pa3 B NOAOOHBLIX Cry4vasix.

10. Pacckaxute getam o nopHorpadmm B IHTepHeTe. [MomMornTe nm 3awmTuTLCS
OT crnama. Hayyute nogpocTKoB He BbligaBaTb B WHTepHeTe CBOEro pearbHOro
9NEKTPOHHOro aJpeca, He OTBeYaTb Ha HexernaTelnbHble NMUCbMa M UCMONb30BaTb
creumanbHble NoYTOBbIE PUIbTPLI.

11. MNpuyymnTe cebs 3HaKOMUTBLCA C canTaMn, KOTOpble NOCELAKT NOAPOCTKM.

12. Hayunte geten ysaxaTb ApYrmx B UHTEpHeTE. Ybeautech, YTO OHU 3HAIOT O
TOM, YTO NpaBuIia XOpoLLUero NoBeaeHna OENCTBYIOT Be3e - JaXe B BMPTYyarlbHOM
MUpE.

13. O6bACHUTE OETAM, YTO HM B KOEM CIlydae Hemb3s ucnonb3oBatb CeTb Ans
XYINUraHcTBa, pacrnpoCTpaHeHNs CrfeTeH U yrpo3 Apyrm SoasM.

14. Ob6cyoute cC nogpocTkamy nNpobrnembl CETEBbIX as3apTHbIX WP U KX
BO3MOXHbIA pUCK. HanoMHUTe, 4TO AeTu He MOryT urpatb B 3TWU UMPbl COrfiacHoO
3aKOHYy.

[MOCTOAHHO KOHTpONMpynTe ucnosnb3osaHne VIHTepHeTa Bawmnm pebeHkom! 310
He HapyleHne ero JM4YHOro MnpoCTpPaHCTBa, a Mepa npesoCTOPOXHOCTU W
nposiBrieHne Bawen poamutensckon OTBETCTBEHHOCTU N 3a00ThI.

OIEKTPOHHbBIN TEKCT LOKYMEHTa
nogrotosneH AO "Kogekc" n ceepeH no:

paccblinka
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